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Summer is here in all its sun-

shiny glory, and visions of 

lounging on a beach with a 

fruity beverage and feeling 

the sand between your toes 

may have you counting down 

the minutes until your vaca-

tion begins.  

While you may not be worried about something sinister lurking 

just under the water’s surface, it may be prudent to be aware 

that an unsavory element could be lurking nearby.   

"People are at a greater risk of identity theft when they are on 

vacation," says Ward Clapham, vice president of recovery ser-

vices at Absolute Software in Vancouver, British Columbia, 

and a former officer with the Royal Canadian Mounted Police.     

"Generally, vacationers blindly trust vendors and places when 

they travel, and tend to let their guard down when they want to 

experience their trip to the fullest," Clapham says. 

"Unfortunately, criminals around the world know this, particu-

larly during the summer months, and take advantage."  

Keep Your Sensitive Information Safe 
A little awareness and a few proactive steps can go a long 

way toward protecting your sensitive information from falling 

into the wrong hands. The following tips have been compiled 

to help keep your memories of the perfect summer  from being 

tainted by identity theft: 

TIP: Be Smart About Facebook 

 Avoid announcing to the world that you are about to be on 

vacation for the next several days. This information can 

lead a thief directly to your empty home. 

 Do not post your home address, birthdate, social security 

number or phone numbers on your profile. 

 Post pictures of your vacation and status updates about 

all the fun you had after you return home.  

TIP: Contact Your Financial Institution  

 Contact your credit card companies and bank to let them 

know where and when you will be traveling. This will not 

only alert them not to be alarmed by sudden transactions 

in an unusual place (and possibly freezing your account), 

but also give them cause to be suspicious of any charg-

es outside of your travel plan.  

TIP: Only Carry What You Need 

 Take with you only the cash and cards you will actually 

need. Empty your wallet of unnecessary items like retail  

cards, library cards, club membership cards and any-

thing with your social security number on it.   

 Leave checkbooks and checks at home. Use cash, 

credit cards or travelers checks.  

 If your health insurance card has your social security 

number listed on it (many insurance companies use it 

as your personal ID), leave it at home. Make a copy 

and either black out or cut off the last four numbers and 

carry the copy with you.  

TIP: Update Your Passwords 

 Password protect your electronic devices, both those 

you travel with and 

those you leave at 

home.  

 Many people do not 

use passwords on 

their smart phones, 

but it is a good idea 

to go ahead at set a 

password while traveling to help protect your personal 

information (and that of your contacts).  

 If you have personal or financial information on your 

laptop and are traveling with your laptop , download 

those files to a separate backup drive and leave it at 

home in a safe or other secure location. If your laptop is 

stolen, the less personal information on it, the better. 

You can always reload those files when you return 

home.  

TIP: Protect Your Important Items 

 Carry your identity documents in a money belt or in a 

travel pouch that can be worn around your neck or 

around your waist and under your clothing.  

 Before you leave, make scans of your important docu-

ments and upload them to a secure and encrypted in-
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ternet-based digital storage platform. This way you can 

access them online from anywhere if the originals are 

lost or stolen.  

 If you need to leave personal valuables at the hotel, 

secure them in the hotel room safe or arrange with the 

hotel management to leave them in a main safe or se-

cure holding place. Be sure to include laptops, tablets, 

phones, identification, credit cards and cash. 

 Keep your personal belongings held closely. Pickpock-

ets frequent large cities and look for tourists who have 

their guard down and are not paying attention.  

 Maintain control of your personal belongings at all 

times. Thieves often target laptops, phones and tablets 

that are temporarily out of your control in dining areas, 

lobbies and airports.  

TIP: Guard Your Personal Information 

 Do not leave your personal information in your car or 

hotel room (unless it is secured in the room safe). 

 Avoid providing your personal information to anyone 

who calls while you are at the hotel. The hotel already 

has your information and will not call you for it. Provide 

information only at the front desk or get the caller's 

name and verify with the front desk before providing 

any personal information.  

 Be aware of your surroundings. Shoulder-surfing is be-

coming more and more prevalent as thieves listen to 

your conversations or watch from nearby as you ac-

cess personal information on your laptop, tablet or 

smart phone.  

TIP: Be Wi-Fi Savvy 

 Do not access personal or financial information online 

using a non-secure connection. This includes free wi-fi 

connections, hotel computers and public computers, as 

these are non-secure connections that make it very 

easy for savvy thieves to tap into your passwords and 

other account information.  

TIP: Tag Your Bags Wisely 

 When traveling by plane or train, make sure to tag your 

luggage wisely. Avoid using your home address. This 

could alert thieves to your empty home. 

 List your cell phone number so the airline or train offi-

cials can contact you personally and immediately when 

your luggage arrives.  

TIP: Make Your Home Look Lived-In 

 Set lights on timers. 

 Suspend mail service and newspaper and other deliver-

ies. 

 Set sprinklers on timers. 

 Have a trusted friend or family member move your car 

from one spot in the driveway to another occasionally. 

 If you are not leaving a car at home, consider having a 

trusted neighbor park one of theirs in your driveway to 

give the appearance that someone is home.  

 Have a trusted friend or family member come by  and 

check on things every couple of days. They should look 

for flyers, phone books and other such items left on the 

front door or porch and remove them.  

This information is provided by Freestyle Business Solutions for informational pur-
poses only. This information does not constitute legal advice and is not  guaranteed 
to be complete, correct or up-to-date. No part of this information may be copied, 
reproduced or redistributed without the express written consent of Freestyle Business 
Solutions.     

LEARN MORE 
For more information about empowering yourself, your fam-

ily or your employees with a the most comprehensive iden-

tity theft monitoring/restoration and legal services plan on 

the market, or to inquire about a FREE ID Theft Awareness 

Workshop, please contact: 

 

Freestyle Business Solutions  

512.704.8592 

FreestyleBizSolutions.com 

Info@FreestyleBizSolutions.com 

"The biggest risky behavior travelers engage in 

is using unsecured Wi-Fi networks and public 

hotel computers. Because they're on vacation, 

they most often want to quickly check an 

email, or post a picture to Facebook, and  

blindly connect to a network not knowing or 

caring who runs it or its security setup."    

Ward Clapham 

VP of Recovery Services, Absolute Software 


